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Galloping Gumnut Mobile Children’s Services Van Inc. 
 

 

T 

 

SAFE USE OF DIGITAL TECHNOLOGIES 

AND ONLINE ENVIRONMENTS’ POLICY 
 

 Statement 

This Policy addresses the requirements under the Education and Care Services National Regulations, and the 
Ministerial Direction (in effect from 6 November 2025), for approved providers to ensure the Service has a 
Policy and Procedures in place for the safe use of digital technologies and online environments. This Policy sets 
out clear expectations to ensure child safe practices are implemented for the use of electronic and digital 
devices and online environments, while providing early childhood education and care. It also outlines 
requirements for the collection, usage, storage, destruction and sharing of personal information, including 
images or videos of children.  

Galloping Gumnut (the Service) is committed to adopting the National Model Code and Guidelines for the 
taking of images or videos of children while providing early childhood education and care. It is acknowledged 
that “When used intentionally as part of implementing an educational program, electronic devices can be 
effectively utilized when providing education and care, including to assist in a child’s learning” (Guidelines for 
the National Model Code –, July 2024). In adopting this Code, the purpose and use of electronic and digital 
devices within the Service is carefully considered.  

Scope   

This Policy applies to all employees, students, visitors, volunteers and families. It is also acknowledged that 
“young children from birth to eight years are online as primary and secondary participants. Children are 
primary participants when they interact directly with the internet. They are secondary participants when the 
adults in their lives use the internet to record and share information about them” (Early Childhood Australia 
(ECA)). 

 Goals  

• To foster a culture of vigilance and care to support the implementation of child-safe practices when 
using electronic devices and online environments within the Service, including during any excursions 
and/or other events.   

• To ensure that only Service-issued devices are used to take images or videos of children while 
providing education and care. 

• To ensure that authorisation is obtained from parents/carers to take, use and store images and videos 
of children being educated and cared for by the Service 

• To support children to safely use digital technology, when applicable, with intentionality to extend and 
support learning. 
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• To provide children with the opportunity to maintain their dignity and rights, express their autonomy 
and have their opinion respected, by having the right to say no if they do not want their photo or video 
taken. 

• To ensure that control measures are in place for the appropriate storage and retention of images and 
videos of children. 

• To ensure that management, Educators and staff are aware of their roles and responsibilities to 
identify and respond to every child at risk of child abuse or maltreatment, including that which may 
occur through digital technologies and online environments. 

 Definitions 

Disclosure 
A process by which a child conveys or attempts to convey that they are being or have been sexually abused, or 
by which an adult conveys or attempts to convey that they were sexually abused as a child. This may take 
many forms and might be verbal or non-verbal. Non-verbal disclosures using painting or drawing gesticulating, 
or through behavioural changes, are more common among young children and children with cognitive or 
communication impairments. Children, in particular, may also seek to disclose sexual abuse through emotional 
or behavioural cues, such as heightened anxiety, withdrawal or aggression.  
 
Harmful content 
Harmful content includes: 
*sexually explicit material 
*false or misleading information 
*violence 
*extremism or terrorism 
*hateful or offensive material 
 
Online 
Using the internet to access information, watch online videos, communicate with other people on social 
media, or complete tasks like banking or shopping. 
 
Personal device                                                                                                                                                    

A device, as outlined below, is one that is owned or controlled by an individual – but does not include a 
service-supplied or service-authorised device – that can take, store or transfer images or videos.  

 
Social media 
A range of online platforms and applications such as social networking sites, wikis, blogs, microblogs, video 
and audio sharing sites, that allow people to communicate in one-to-one, one-to-many, and many-to-many 
exchanges. Social media allows people to simultaneously create, distribute, and consume content.  
 
Technology 
The application of knowledge to develop tools and processes to simplify tasks.  
 
Technologies 
Machinery and equipment developed from the application of scientific knowledge, such as smartphones, 
iPads/tablets, laptops/notebooks, desktop computers and mobile devices capable of storing data and 
information. 
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Working directly with children  
Any person involved in the provision of an approved ECEC service who is, at a given time, physically present 
with a child or children and employed, engaged or appointed to provide education and care to the child or 
children at the time.  
Note: A person is not working directly with children at a given time if the person is taking a short break from 
providing education or care to children in accordance with person’s employment, engagement or 
appointment, e.g. lunch breaks, non-face-to-face time. 

 

 Implementation 

To create a digitally safe environment for the children in care the Service will implement the following: 

Use of digital/electronic devices 

➢ Personal electronic devices that are capable of taking, receiving, storing or transferring images or 
videos and personal storage and file transfer media are not to be in the possession or control of any 
person while working directly with children, unless for authorised essential purposes, with prior 
written authorisation (Appendix A) granted by the approved provider. Essential purposes for which use 
and/or possession of a personal electronic device include: 

• Communication in an emergency situation involving a lost child, injury to a child or staff 
member, or other serious incident, or in the case of a lockdown or evacuation at one of the 
venues.  

• Personal health requirements, eg. heart or blood sugar level monitoring. 

• Disability, eg. where a personal electronic device is an essential means of communication for an 
educator, other staff member or child.  

• Family necessity, e.g. a worker with an ill or dying family member.   

• Technology failure, eg. when a temporary outage of service-issued electronic devices has 
occurred. 

• Local emergency event occurring, to receive emergency notifications through Government 
warning systems, for example, bushfire evacuation and text notification.  

➢ Educators who need to use their personal phone for essential health, disability or family necessity 

reasons will be required to speak with the Nominated Supervisor and complete an Authorisation. 

Authorisations are to be reviewed every 3 months (Appendix A). 

➢ Educators and students on placement or work experience are to use only Service-issued devices to take images 

or videos of children. Any images or videos taken are to be in line with permissions provided and ARE NOT to 

include distinguishing features of children, i.e. a student could take a photograph of a planned set-up 

experience.  

➢ The taking of images or videos by students on placement or work experience will be discussed during 
the induction process. All images and videos taken by students are not to include faces of children.    

➢ Although the Ministerial Direction does not apply to parents and carers dropping off or picking up their 
child from the Service, or taking photos and videos of their own children at Service events, Galloping 
Gumnut believes that in the best interests for the safety and wellbeing of all children, the use of digital 
devices by families, is not permitted in any of the areas in which children are being educated and cared 
for. This includes events such as open days, end of year celebrations, excursions and incursions. If 
families want a particular photo or video of their child/ren only Service-issued devices are to be used 
for this purpose.  

➢ Should families need to access their phone while in an area where children are being educated and 
cared for, they will be required to move to an area where children are not present.  
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➢ Visitors and contractors will be advised of this Policy related to the use of digital devices in areas where 
children are being educated and cared for. Visiting professionals such as work placement supervisors, 
allied health professionals, who are required to use non-Service digital devices, will be asked to sign a 
waiver (Appendix B) or provide their own Service form outlining compliancy with this Policy. Note: at 
all times during their visit, they are not to be left alone with children. 

Personal devices under the Ministerial Direction include but are not limited to: 

➢ mobile phones 

➢ smartwatches with cameras 

➢ smartwatches that can receive, store or transmit an image, even if the smartwatch does not have a 

camera 

➢ tablets 

➢ computers 

➢ cameras 

➢ wearables, such as smart/camera glasses 

➢ USB drives 

➢ Memory cards 

➢ Hard drives 

Storage of personal devices (phones) 

➢ Educators, students and volunteers will be provided with appropriate spaces/storage for personal 
devices while working directly with children to minimise distractions and prevent unauthorised use.   

➢ Educators, students and volunteers will be provided with designated areas, away from children, 
specific to the venue at which they are working, to enable them to access and use personal devices 
during breaks and/or in emergency situations. 

Permissions for the taking and use of images and videos 

➢ On enrolment and re-enrolment permissions are sought from parents and carers for the taking and use 
of images and videos for various purposes. This includes whether children’s faces are to be included. 
Note: Families have the right to withdraw permissions at any time. 

➢ If a child does not have a permission authority signed, the Service will act as if the guardian does not 
wish images or videos of their child to be used by the Service in any way. 

➢ A record of these permissions is to be readily accessible at each venue and regularly checked to ensure 
that Educators are compliant in the taking and use of these images.  

➢ Educators are to seek permission from children prior to taking a photo or video. This includes being 
mindful of gestures/facial expressions that non-verbal children use to indicate “yes” or “no”.   
Educators should look for non-verbal cues such as looking at the camera and smiling or crying and 
looking upset. Images and videos must not be taken when a child is experiencing distress or 
dysregulation. Educators must use their discretion to determine the most practical way to seek 
children’s consent. For example, if photographs are being taken over the course of the day, educators 
may choose to seek children’s consent at the beginning of the day. Educators must give children time 
to decide if they would like their image or video taken and be supportive of and always respect a 
child’s decision to withdraw their consent.                                                                                                                       
Note: Educators are to respect children’s right to refuse to have their photo taken, even if they had 
given permission on a previous occasion. 
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Taking, using and storage of images and videos 

➢ Educators are to be purposeful in the taking of images and videos, i.e. consider whether the image, 
video will contribute to effective documentation of the learning and development of children and/or 
be beneficial to the children and their family. 

➢ Educators are to be aware of maintaining adequate supervision while capturing images of children. 
➢ Staff are to regularly review and delete images and videos that are no longer required as per the 

procedure outlined in Appendix C. 
 
Social Media 

• Staff will ensure that all images and videos of children that are used for the Service’s website, 
Facebook or Instagram do not include children’s faces or children who do not have permission.   

• Only authorised staff can answer any questions, make comments, upload or amend 
information, including uploading images and videos of children, on the Service’s website, 
Facebook or Instagram. 

• Staff should be aware of, and understand, the potential risks and damage to the Service that 
can occur, either directly or indirectly from their personal use of social media and should 
comply with this Policy to ensure that the risk is eliminated or minimised. 

• Parents/Carers may ask to “friend” or “follow” session staff on social media. The Service 
discourages this, as this could create the problem of blurring the line between professional and 
personal interactions. Note: it is acknowledged that staff may be “friends” or “follow” persons 
prior to employment with the Service. In these instances, it is important for staff to maintain 
their professional boundaries. 

It is expected that staff will during work hours and outside of work hours: 

o Not share property of the Service without prior approval. Privacy and Confidentiality 
Legislation and policies always apply. 

o Avoid any false, defamatory, offensive, or derogatory comments and statements towards 
colleagues, families or communities utilising the Service, past and present.  

o Immediately bring to the attention of the Director, if there is a situation of a person with a 
connection to the Service, harassing an employee via a social networking site. The Director 
will conduct an inquiry into the situation and will address the situation accordingly.  

Service-supplied devices and online use 

A service-supplied device is one that: 

➢ Has been supplied by the approved provider or director. 
➢ Is to be used exclusively for the purposes of providing education and care to children  
➢ Is used for the purposes of filming, recording, taking or otherwise capturing an image of a child 

educated and cared for by the Service 
➢ Is configured to comply with the Service’s child safety and device security policies and procedures that 

relate to child safety and device security 
➢ In supplying a service-supplied device the approved provider must: 

✓ Record the supply of the device, which much include 
✓ The type of device that is supplied 
✓ If available, the make, model and serial number of the device 
✓ A declaration that the device is configured to operate in line with service policies and 

procedures that relate to child safety or device security 
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✓ The name and signature of the approved provider or their authorised delegate supplying the 
device 

✓ If applicable, the date of any revocation of the supply of the device and the name and signature 
of the approved provider or their authorised delegate authorising the revocation. 

➢ The Service will keep a record of the supply of the device (Appendix D) in a safe and secure place at the 
Service premises for at least 3 years from the date on which the authorisation was made. The record 
will outline where devices, including phones, iPads and computers are held.  

➢ All Service computers, iPads and phones are password protected.  
➢ Educators will ensure that third party software programs, Hubworks are logged off at the end of each 

day.  
➢ Only approved applications (Apps) are to be used. Educators are to ensure that no Apps are installed 

without authorisation from the Director/s.  
➢ Educators wanting to use a search engine such as Google, to retrieve information relevant to the 

program, or for the purposes of research to extend children’s learning, are to review the site. This must 
be carried out in an area away from viewing or hearing distance of children, to ensure that the 
contents are appropriate.  

Use of AI 

Educators and staff members adopting the use of AI need to be aware of limitations, privacy risks and the 
potential for errors in the responses and information generated. AI can assist and support staff as a 
documentation tool; however, it is their responsibility to ensure the accuracy of information generated and 
not rely upon it as an authoritative source.  

Educators and staff should ensure they input original work into the AI program/tool and are required to 
monitor, verify and check information obtained from AI to ensure specific details are contextually relevant. 
Data and privacy concerns must be addressed, and staff should not enter details which may identify individual 
children, such as names, images and date of birth. 

Active Supervision  

Supervising children when they use digital devices, particularly when accessing an online environment, is very 
important to keep them safe. Even when Educators are in the same room, they need to be actively supervising 
and engaging with the child/ren. Active supervision creates a supportive environment where children feel 
comfortable making a disclosure or asking for help to learn how to use online programs, apps, etc. safely and 
appropriately. It helps prevent incidents and enables Educators to step in if something goes wrong. 

Training  

Staff will be provided with relevant training and information in the safe use of digital technologies and online 
environments to ensure that they are aware of the risks to children and feel confident in their abilities to 
mitigate these risks. 

Disciplinary Action 

Educators who are found to be using their personal devices when working with children, unless a signed 
Authorisation has been provided, as outlined above on page 3, will face disciplinary action. For the first 
offence a warning will be issued. Repeated offences may result in termination.  
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 Roles and Responsibilities 

Role Authority/Responsibility for: 

Approved 
Provider 

• Ensuring that obligations under the Education and Care Service National Law and 
Regulations and Ministerial Direction are met. 

• Applying the National Model Code and Guidelines for taking images or videos of 
children while enrolled and providing education and care in the Service. 

• Ensuring that all Educators, students and volunteers sign and adhere to the Safe 
and Responsible Use of Service Technology. 

• Establishing and maintaining processes for the ongoing monitoring and review of 
any authorised use of Service and personal electronic devices.  

• Updating software and security measures on all digital devices regularly to protect 
against viruses, malware, and other cybersecurity threats. 

• Continuously reviewing and updating this policy and procedures to keep up with 
technological advancements and emerging risks. 

• Maintaining clear documentation of any digital safety incidents and establishing a 
protocol for reporting and addressing these incidents promptly, as part of the 
governance duty of care. 

• Establishing processes for the safe digital record keeping, in line with the 
recommendations of the Royal Commission into the Institutional Responses to 
Child Sexual Abuse; Section 175 of the National Law: Offence relating to 
requirement to keep enrolment and other documents; and Regulation 177 of the 
National Regulations: Prescribed enrolment and other documents to be kept by 
approved provider.  

Nominated 
Supervisor  

• Supporting the Approved Provider in applying the National Model Code and 
Guidelines for taking images or videos of children while enrolled and providing 
education and care in our Service. 

• Ensuring that all digital safety policies and procedures are effectively implemented 
and adhered to within the Service.  

• Reading, signing and adhering to the Safe and Responsible Use of Service 
Technology Statement (Appendix E). 

• Monitoring the prohibition of the use of personal digital devices in spaces where 
children are being educated and cared for.  

• Coordinating and providing ongoing training and information sessions on the 
proper and responsible use of centre-owned devices and recognising potential 
risks. 

• Working collaboratively with appropriate services and/or professionals to support 
children’s access, inclusion and participation in the program, including their safe 
access to online learning environments.  

• Keeping families informed about digital safety measures, policies and any updates 
and changes. 

• Facilitating regular reviews and audits of digital device usage, ensuring that 
authorisations are current, and devices are used appropriately and safely.  

• Providing feedback to Educators, students and volunteers who are found using 
personal devices whilst working with children and implement appropriate action for 
non-compliance of policies and procedures.  
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• Ensuring that appropriate access controls, such as passwords and user permissions, 
are in place to protect sensitive information and limit access to authorised 
personnel only.  

• Promptly addressing digital safety incidents, documenting them accurately and 
taking necessary actions to mitigate risks and prevent future occurrences.  

• Staying current with the latest developments in digital safety and cybersecurity and 
ensure this knowledge is shared with staff, students and volunteers and 
incorporated into practice. 

• Implementing and monitoring the processes for the safe digital record keeping, in 
line with the recommendations of the Royal Commission into the Institutional 
Responses to Child Sexual Abuse; Section 175 of the National Law: Offence relating 
to requirement to keep enrolment and other documents; and Regulation 177 of the 
National Regulations: Prescribed enrolment and other documents to be kept by 
approved provider. 

Early 
Childhood 
Educators 

• Reading, complying with and providing feedback for this Policy. 
• Reading, signing and adhering to the Safe and Responsible Use of Service 

Technology Statement. 
• Ensuring digital safety when taking photos and video materials and documenting 

children’s development.  

• Supporting children using digital devices to enhance their skills and development 
while cultivating a positive relationship with digital devices and online 
environments. 

• Ensuring active supervision of children when they are using digital technologies, 
including monitoring and maintaining staff to child ratios. 

• Ensuring children participate in decision-making in matters affecting them 
regarding the safe use of digital technologies and online environments at the 
Service.  

• Storing photos, videos, and documentation on secure, password-protected devices 
or cloud services provided by the Service.  

• Following the procedure for Safe Use, Storage and Destruction of Images and 
Videos. 

• Complying with regular reminders from your Nominated Supervisor about the 
importance of not using personal devices for work-related tasks and the potential 
risks involved.  

• Informing the Director/Nominated Supervisor of non-compliance with this Policy. 
 

Families • Reading and understanding that the Service has this Policy and procedures in place 
for the safety and wellbeing of their children.  

• Completing the agreements and permissions for the taking and use of photos and 
videos. 

• Abiding by this Policy and not using their personal devices for taking images of 
theirs or other families’ children.  
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Related Policies and Documents  

Child Protection Policy  Agreement and Permission Forms 

Child Safe Code of Conduct    Online Enrolment Forms 

Code of Conduct Policy     Zoom Parent/Carer Permission 

Code of Conduct Families, Carers and Visitors Policy  

Participation of Volunteers and Students 

Privacy and Confidentiality Policy 

Providing a Child Safe Environment 

Working from Home Policy 

 

 Appendices

Appendix A: Person device authorisation form 
 
Appendix B: Visiting professional use of non-service device waiver form 
 
Appendix C: Procedure for safe use, storage and destruction of images and videos 
 
Appendix D: Register: Service-supplied devices 
 
Appendix E: Safe and Responsible Use of Service Technology Statement 
 
 

 Links to National Quality Standards 

QA  2 Children’s health and safety 

2.2 Safety Each child is protected 

2.2.1 Supervision At all times, reasonable precautions and adequate supervision ensure 
children are protected from harm and hazard. 

2.2.3 Child protection Management, educators and staff are aware of their roles and 
responsibilities to identify and respond to every child at risk of abuse 
or neglect.  

QA 4 Staffing arrangements 

4.1 Staffing arrangements Staffing arrangements enhance children’s learning and development 

4.1.1 Organisation of educators The organization of educators across the service supports children’s 
learning and development. 

4.2 Professionalism  

4.2.2. Professional standards Professional standards guide practice interactions and relationships. 
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QA 5 Interactions with children 

5.1 Relationships between 
educators and children 

Respectful and equitable relationships are maintained with each 
child. 

5.1.2 Dignity and rights of the 
child 

The dignity and rights of every child are maintained. 

QA 7 Governance and Leadership 

7.1 Governance Governance supports the operation of a quality service 

7.1.2 Management systems Systems are in place to manage risk and enable the effective 
management and operation of a quality service.  
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Monitoring and Review 

This Policy will be monitored to ensure compliance with legislative requirements and unless deemed 
necessary through the identification of practice gaps, the Service will review this Policy annually. Families and 
staff are essential stakeholders in the policy review process and will be given opportunity and encouragement 
to be actively involved. In accordance with Regulation 172 of the Education and Care Services National 
Regulations, the Service will ensure that families of children enrolled at the Service are notified at least 14 
days before making any change to a policy or procedure that may have significant impact on the provision of 
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education and care to any child enrolled at the Service; a family’s ability to utilize the Service; the fees charged 
or the way in which fees are collected. 

 

 

Version: 1 (amended January 2026)    

This version prepared by:  Carol Drummond 

Date: 1 September 2025 Projected Review Date: 1 September 2026 

Modifications: • This Policy was created due to updates to the NQF review and National Regulations 

that came into effect on 01/09/2025.  

• This Policy incorporates information and replaces the previous “Social Media and 

Technology Use Policy.” 

• This Policy was amended in line with the guidelines with the Ministerial Direction of 

6 November 2025.  
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